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Devices send telemetry records or events to the cloud gateway.  

Architecture overview

Products

Subsystems and crosscutting
We recommend an architecture for IoT applications that is cloud native, micro-
service, and serverless based. The architecture also supports a hybrid cloud and 
edge compute strategy as some on-premises data processing is expected.  To 
scale individual subsystems horizontally, we recommend use of an orchestrator, 
such as Azure Managed Kubernetes or Service Fabric, or PaaS services that 
offer built-in horizontal scale capabilities, like Azure App Services.

The following steps happen in parallel:

Stream processing and rules evaluation is done for device telemetry 
records and events.

Device telemetry data is transformed (if needed).

Device data telemetry is stored. 

Business process integration (such as email, CRM) is executed.
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https://azure.microsoft.com/en-us/services/active-directory/
https://azure.microsoft.com/en-us/services/virtual-machines/
https://azure.microsoft.com/en-us/services/iot-hub/
https://azure.microsoft.com/en-us/services/cosmos-db/
https://azure.microsoft.com/en-us/services/storage/blobs
https://azure.microsoft.com/en-us/services/app-service/

