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SQL Server database files and backups on Azure Storage for SAP workloads

1 Introduction

Many SAP users ardurning to Microsoft Azure to run their SAP workloads. Whenmigrating to Azure,
itd ecommended that you store Microsoft SQLServer datafiles (.mdf, .Idf, and .bak files) on Azure.
Doing so offers several benefits, including:

1 Easy fast migration.

1 High availability and disaster recovery.
1 Added security.

1 File-snapshot backups.

This article addresses questions and requests from SAP users migrating to Azure. The goal is to
provide concise, step-by-step guidance for storing SQL Serverdata files using Azure Blob Storage(in
Section 2) and for setting up file-snapshot backups (in Section 3).

i NOTE:In the latest version of SAPSoftware Provisioning Manager (SWPM), SAPinstcand create
data files directly on Azure Blobs. However, if the target SAP database is created before running
SAPinst the installer detects the database and installs it normally. 1t6 therefore recommended to
create the target SAP database with datafiles on blobs before running SAPinst

System sze Number of

(number of cores) data files Notes

Small 4 data files Systems usually run on dedicated database
serversthat have 4to 8 CPU cores.

Medium 8 or 16 data files Systems usually run on dedicated database
serversthat have 8to16 CPU cores.

Large 16 (minimum) and 32 Systemstoday run on hardware with 16 to 32

(maximum) data files CPU cores or up to 64 threads.
Extralarge 32 data files for Contact your Microsoft representative for very

systems with 64 to 256 large databases in excess 020 TB.
or more cores

i IMPORTANT: For SAP applicationsusing SQL Server as the backend database, the data files must
be the same size SQLServer allocates space for new data proportional to the free space in each of
the files.
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2 SQLServer ata files on blob storage

You can useAzure PowerShell scripts and SQL queries to store SQL Server data files as Azure Blobs.
Using scripts, you can easily create a database in SQL Server running opremises or in a virtual
machine on Azure and set up a dedicated storage location for your data in Azure Blob Storage.

You can do the same thing using the Azure portal instead of PowerShell scripts.Both approaches are
outlined in this section.

2.1 Us PowerShell

The PowerShell scriptthat follows sets up a storage account, creates SQL Server credentials, and
creates a test database with files stored in blobs. Thescript uses the Azure Resource Manager
deployment model to create these new resourceson Azure:

Resource group

Storage account
Container

Shared access signature(SAS)

E R N

Resource Manager is recommended, but if you needto work with a classic Azure Standard Manager
storage account, you can. Modify the script as the comments indicate.

When you run the following script, note the outputfi a SQL statement to create credentials on
SQLServer.

<#

This script uses the Resource Manager model and creates a new Resource Manager storage
account. Modify this script to use an e xisting  Resource Manager .

#>

# Define global variables for the script

$prefixName = '<<add Prefix>>"' # used as the prefix for the name for various objects
$subscriptionName="<< your Subscription>>" # the name of the subscription you will  use
$location Name ="' <<specify datacenter region>> ' # the data center region you will use
$storageAccountName= $prefixName + 'storage’ # the storage account name you will

create or use

$containerName= $prefixName + ‘container' # the storage container name to which you
will attach the SAS policy with its SAS token

$policyName = $prefixName + 'policy' # the name of the SAS policy

# Set a variable for the name of the resource group you will create or use
$resourceGroupName=$prefixName + 'rg'

# adds an authentic ated Azure account for use in the session
Login - AzureRmAccount

# set the tenant, subscription and environment for use in the rest of
Set- AzureRmContext - SubscriptionName $subscriptionName


https://docs.microsoft.com/azure/azure-resource-manager/resource-group-overview
https://docs.microsoft.com/azure/storage/storage-introduction
https://docs.microsoft.com/azure/storage/blobs/storage-blobs-introduction
https://docs.microsoft.com/azure/storage/storage-dotnet-shared-access-signature-part-1
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# create a new resource group - comment out this line to use an existing resource

group
New AzureRmResourceGroup - Name $resourceGroupName - Location $locationName

# Create anew Resource Manager storage account - comment out this line to use an
existi ng Resource Manager storage account

New AzureRmStorageAccount - Name $storageAccountName - ResourceGroupName
$resourceGroupName - Type Premium LRS - Location $locationName

# Get the access keys for the Resource Manager storage account
$accountKeys = G et - AzureRmStorageAccountKey - ResourceGroupName $resourceGroupName -
Name $storageAccountName

# Create a new storage account context using a Resource Manager storage account
$storageContext = New - AzureStorageContext - StorageAccountName $storageAccountNa me -
StorageAccountKey $accountKeys[0].Value

<#

Using the classic deployment model

Use the following four lines to use an existing classic storage account

#>

#Classic storage account name

#Add- AzureAccount

#Select - AzureSubscription - Subscripti  onName $subscriptionName #provide an existing
classic storage account

#%accountkeys = Get - AzureStorageKey - StorageAccountName $storageAccountName
#$storageContext = New - AzureStorageContext - StorageAccountName $storageAccountName -
StorageAccountKey $acc ountKeys.Primary

# The remainder of this script works with either the Resource Manager or classic
sections of code above

# Creates a new container in blob storage
$container = New - AzureStorageContainer - Context $storageContext - Name $containerName
$cbe = $container.CloudBlobContainer

# Sets up a Stored Access Policy and a Shared Access Signature for the new container
$permissions = $cbc.GetPermissions();

$policyName = $policyName

$policy = new -object’ Microsoft.WindowsAzure.Storage.Blob.SharedAccessBlobPolicy'

$policy.SharedAccessStartTime = $(Get - Date).ToUniversalTime().AddMinutes( -5)
$policy.SharedAccessExpiryTime = $(Get - Date).ToUniversalTime().AddYears(10)
$policy.Permissions = "Read,Write,Lis t,Delete"

$permissions.SharedAccessPolicies.Add($policyName, $policy)
$cbe.SetPermissions($permissions);

# Gets the Shared Access Signature for the policy

$policy = new - object 'Microsoft.WindowsAzure.Storage.Blob.SharedAccessBlobPolicy'
$sas =$ cbc.GetSharedAccessSignature($policy, $policyName)

Write - Host 'Shared Access Signature= '$($sas.Substring(1))"
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# Outputs the Transact SQL to the clipboard and to the screen to create the credential
using the Shared Access Signature

Write - Host 'Cred ential T - SQL'

$tSqgl = "CREATE CREDENTIAL [{0}] WITH IDENTITY="Shared Access Signature',
SECRET={1}" -f $cbc.Uri,$sas.Substring(1)

$tSql | clip

Write - Host $tSq|

2.1.1 Create credentials

Next, create credentials based on the output of the script. SQL Server needs theseredentials to store
the security information it uses to write to and read from the Azure container that is created. The
credential name and secretare embedded in the signature returned by the script . For example

https://sqldbstora gel.blob.core.windows.net/sgldbcontainer? sr=c&si=sapsqlpolicy&sig=xx
XXXXXKXXKXXXKXXKXXKXXXXKXXXXXXXXXXXXXXXXX 1234567890k

1 For CREDENTIAL, use the text before the question mark?.
1 For SECRET, use the text (highlighted in yellow) after the question mark?).

To create the credential, run the following script:

CREATE CREDENTIAL [myid_credential] WITH IDENTITY="'Shared Access Signature',
SECRET='mysecret'

For example:

CREATE CREDENTIAL [https://sqldbstoragel.blob.core.windows.net/sgldbcontainer] WITH
IDENTITY="'Shared Access Signature',
SECRET="XXXXXXXXXXXXXXXXXXXXXXXKXXXXXXXXXHXXXXXKXXXKKXXXKXXXXKXKXXXKXXXXXKXKXKKXXXXKXKXXXXXX

To see all available credentials run:

SELECT * from sys.credentials

2.1.2 Create a test database

To create a test database (testdb ) with files stored in a blob, run the following script:

CREATE DATABASE <<SID>>
ON
( NAME = <<SID>>_datal,
FILENAME =
'https://sqldbstoragel.blob.core.windows.net/<SID >container/<SID>Datal.mdf')
( NAME = <<SID>>_data2,
FILENAME =
‘https://sqldbstoragel.blob.core.windows.net/<SID>container/<SID>Data2.ndf" )
LOG ON
(NAME = testdb_log
FILENAME =
'https://sqldbstoragel.blob.core.windows.net/<SID>db container/TestLogl.ldf" )
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For example:

CREATE DATABASE testdb
ON
( NAME = testdb_dat,

FILENAME =
‘https://mabsapsqlstoragel.blob.core.windows.net/mabsapsqlcontainer/TestDatal.mdf' )

LOG ON

( NAME = testdb_log,

FILENAME =
‘https://mabsapsqlstoragel.blob.core.windows.net/mabsapsqglcontainer/TestLogl.1df' )

To verify the data file path, use SQL Server ManagementStudio as shownin Figure 1.

W Database Properties - SAPData

Select a page T Scipt ~ © Help

K General

»

& Filegroups Database name: SAPData

& Options

& Change Tracking Owner

& Pemissions

J# Extended Properties

& Mimoring )

# Transaction Log Shipping Database fiies

& Query Store Logical Name  Autogrowth / Maxsize Path File Name
AdventureW... By 16 MB, Unlimited .. | [https://sqldbstorage 1 blob .core windows net/sqldbcontainer SAPData_Data mdf
AdventureW ... By 16 MB, Limited to 209715 hitps://sqldbstorage 1 blob core windows net/sgldbcontainer SAPData_Log Idf

Figure 1. SAPData database properties include the data file path (circled in red) in SQL Server Management
Studio

2.2 Use Azure portal

You can use the portal to set up a storage account, create SQL Servecredentials, and create a test
database with files stored in blobs. Some steps useAzure Storage Explorer

1. Logonto Azure portal.

2. SelectStorage Account, then Add.
3. Specify the settings as follows:

For Name, type the name of the storage file.

For Deployment model , choose Resource manager.

In the Account kind box, choose Storage (general purpose).

For Location, choose the region you want.

In the Replication box, choose Locally redundant storage (LRS)

For Performance, selectPremium.

In the Subscription box, select the subscription you want to use.

For Resource group, click Create new, and then type a name in the box.

For Secure transfer required and Virtual networks , the default (Disabled) is OK.

Se@ "m0 a0 T


https://docs.microsoft.com/sql/ssms/download-sql-server-management-studio-ssms
https://azure.microsoft.com/features/storage-explorer/
https://portal.azure.com/
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Create

The cost of your storage account depends on the
usage and the options you choose below.
Learn more

™ Name @

| mabsapsglstoragel1 X

.corewindows.net

Deployment model @
Resource manager

Account kind @

Storage (general purpose v1) W
" Location

Central US ~
Replication @

Locally-redundant storage (LRS) '

Performance @

Standard EEENTIT

™ Secure transfer required @

fELUEL  Enabled

™ Subscription
AzureCAT ~

™ Resource group
(®) Create new () Use existing

| sapdata_rg v

Virtual networks

Configure virtual networks @

fELUEL  Enabled

Pin to dashboard

Automation options

Click Create.

Select the storage account,click the Containers tab, and then click Add Container at the bottom
of the screen.

In the New container box, enter a name for the container, and select Private for Accesstype.
When you set the access to private, the container and blob data canonly be read by the Azure
account owner.
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* MName

mabsapsglcontainer]

If needed, install Azure Storage Explorer fromhttps://azure.microsoft.com/features/storage -
explorer/.

Add the newly created storage account in Azure Storage Explorer by providing the storage
account name and storage account key under How do you want to connect to your Storage
Account or Service?

Right-click the container and select Get Shared Access Signature

4 B sqldbstoragel
4 [ Blob Containers

B sqldbbackupcontainer

» 75 File Shares Open
» [ Queues Open New Tab
Tables

v Tables Delete

» B sqlservertestrgdiag45]
- R

» B sqlservertestrgdisks69| Ename
» B stgwr264hxpzbsrb Copy Blob Container
b B storagemsbljo72q4s6m Copy Direct Link to Blob Container
b B3 susetraininadiaa32? Get Shared Access Signature...
Properties Manage Access Policies...

Set Public Access Level..
https://sqldbstor

Acguire Lease
Blob Container

2ad Access Off
Add to Quick Access

ate available
Refresh

atus unlocked


https://azure.microsoft.com/features/storage-explorer/
https://azure.microsoft.com/features/storage-explorer/
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10. Create an access policy then click Create:

a Microsoft Azure Storage Explorer - Generate Shared Access Signature X

Shared Access Signature

Access policy: | None M

Start time: 12/14/2017 03:02 PM

Expiry time: 12/15/2017 03:02 PM

Time zone:
® Local
uTtC

Permissions:
) Read

|« Write
) Delete
[+ List

Create Cancel

11. In the Shared Access Signaturebox, use the Copy button to copy the URL to the clipboard.

23 Microsoft Azure Storage Explorer - Generate Shared Access Signature X

Shared Access Signature

Container:
sqldbcontainer
URL:
https://sqldbstorage blob.core.windows.net/sqldbcontainer?st=20 Copy
Query string:
7e 4 Cepy
Back Close
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12. Open SQL Server Management Studioand create a new credential from the copied signature as

follows:
s% New Credential - ] X
Q- T~ @
Credential name https://sqldbstorage 1 blob core windows net/sqldbcontainer
Identity SHARED ACCESS SIGNATURE
Password: i
Corfim password i \i
[ Use Encryption Provider
Connection
Server:
SQLTest
Connection
SQLTest\sapadmin
¢¥ View connection properties

a. ForCredential name, paste the signature, keeping only the text before the question mark (?).
b. Forldentity , type SHARED ACCESS SIGNATURE

c. ForPassword, paste the signature, keeping only the text after the question mark (?). This text
is the secretrequired for outgoing authentication . For example, in the following sample
signature, the highlighted portion is used for Password

https://sqldbstoragel.blob.core.windows.net/sgldbcontainer? sr=c&si=sapsqlpolicy
&SIGEXXXXXXXXXXXXXXXXXHXXXXXXXXXXXXXXXXXXXXX 1234567890k

13. In the SQL Server Management Studioquery window, create a test database {estdb) by executing
the following statement:

CREATE DATABASE <SID>
ON
(NAME = <SID>_datal,

FILENAME =
‘https://sqldbstoragel.blob.core.windows.net/<SID>container/<SID>Datal.mdf' ) ,
(NAME = <SID>_data2,

FILENAME =
‘https://sqldbstoragel.blob.core.windows.net/<SID>container/<SID>Data2.ndf" )

LOG ON
( NAME = testdb_log,

FILENAME =

'https://sqldbstoragel.blob.core.windows.net/<SID>container/TestLogl.ldf" )


https://sqldbstorage1.blob.core.windows.net/sqldbcontainer?sr=c&si=sapsqlpolicy&sig=xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx1234567890k
https://sqldbstorage1.blob.core.windows.net/sqldbcontainer?sr=c&si=sapsqlpolicy&sig=xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx1234567890k
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14. To confirm that the database files appear, use either SQL Server Management Studio:

W Database Properties - SAPData
Selecta page Scit
F General o O Heb
*
4 Fiegroups Database name: SAPData
# Options )
J Change Tracking Owner:
& Pemissions
J Extended Properties
& Miroring .
J Transaction Log Shipping Database fies:
& Query Store Logical Name  Autogrowth / Maxsize Path Fie Name
AdventureW . By 16 MB, Unlimited ... | [hitps://sqldbstorage 1 blob core windows net/sgidbcontainer SAPData_Data mdf
AdventureW... By 16 MB, Limited to 209715. .. | [https://sqldbstorage 1 blob core windows net/sgldbcontainer SAPData_Log Idf
Or use Azure Storage Explorer
0 . "
L  + & o D = > @ =
Collopee M o Pabbach Al Upicad Downicad Open  NewFolder CopyURL SelectAl Copy Rename Deete Make Snapshot  Manage Snapshot

4 [ sqldbstoragel
4 [E Blob Containers «-> T | sqldbcontaine:
B sqldbbackupcontainer
& sqldbcontainer
» Al File Shares
» [ Queues
v [ Tables
» B sqlservertestrgdiagdss

3 Hle-snapshotbackupsfor database files
on Azure

To simplify your backup and restore policies, you can specify SQL Serveffile-snapshot backup. This
option uses Azure snapshots to provide nearly instantaneous backups and quicker restores for
database files stored using the Azure Blob Storage service.

File-snapshot backups areextremely useful for SAPadministrative tasks, such as applying SAPsupport
packs. The backup and restore time is typically measured in secondsi a big advantage. As abest

practice, back up your SAP applications beforeapplying support packsand upgrades or performing
other major data operations, such as archiving.

In addition, although you can store the SQL data files using eitherStandard or Premium storage, the
backup file itself cannot be stored using Premium storage. For more information, see File-Snapshot
Backups for Database Files in Azure

3.1 Backup database using filssnapshot backup

1. Connectto SQL Server Management Studio.

2. Open a new query window and connect to the SQL Server 2016 instance of the database engine
in your Azure virtual machine.

10


https://docs.microsoft.com/sql/relational-databases/backup-restore/file-snapshot-backups-for-database-files-in-azure?view=sql-server-2017#considerations-and-limitations
https://docs.microsoft.com/sql/relational-databases/backup-restore/file-snapshot-backups-for-database-files-in-azure?view=sql-server-2017#considerations-and-limitations
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To view the existing file-snapshot backups for each file that comprises a specified database
execute the sys.fn_db_backup_file_snapshotssystem function in a stored procedure as follows:

SELECT * FROM sys.fn_db_backup_file_snapshots (' mydatabase")

For example,there are no file-snapshot backups for this database

-- Verify that no file snapshot backups exist
SELECT * FROM sys.fn_db_backup_filk_snapshots ('SAPData');

00% ~

HH Resuts 8 Messages
file_id snapshot_time snapshot_ud

To back up your database with file snapshot, execute the following statement, modifying the URL
to specify your storage account name and container:

BACKUP DATABASE <mydatabase>
TOURL =
'http[s]://<myaccountname>.blob.core.windows.net/<mycontainername>/<myfilename.bak>"'
WITH FILE_SNAPSHOT

For example:

|-- Backup the database with FILE_SNAPSHOT
-/BACKUP DATABASE SAPData

% ~

2 Messages

Processed 0 pages for database 'SAPData', file 'AdventureWorks2016é_Data' on file 1.
Processed 0 pages for database 'SAPData’, file 'AdventureWorks201lé_Log' on file 1.
BACKUP DATABASE successfully processed 0 pages in 0.0838 secconds (0.000 MB/sec).

To see the results of thefile-snapshot backup operation, execute the following again:
SELECT * FROM sys.fn_db_backup_file_snapshots (‘mydatabase’)

Hle-snapshots of both the data and log file are generated. For example:

|- Verify that two file-snapshot backups exist
SELECT * FROM sys.fn_db_backup_file_snapshots ('SAPData');

100% ~
BH Results 2 Messages
b B oo o snapshot_ur
| 2017-12-13T14:42:10.2738028Z  hitps://sqldbstorage 1 blob.core windows net/sqld...
2 2 2017-12-13T14:42:10.2808081Z  https://sqldbstorage 1 blob.core windows net/sqld...

11
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6. In SSMSObject Explorer, connect to your Azure Storage account. Expand Containers, then
expand the container you specified earlier. The backupcreated in step 4 appears For example:

3 B sqldbstoragel (Azure Storage Account
Containers
.
- sqldbcontainer
f_[_:j SAPData_Azure.bak |

3.2 Generate activity and backup lagusing file snapshot backup

To see how the backup works, you cangenerate activity in the database and periodically create
transaction log backups using file-snapshot backups.

1. Before adding rows, check the count of rows present in the table. For example,the CreditCard
table in the MABSAPDB databaséhas 1,000 rows:

2. Open aquery window and copy and paste the following script, which adds rows into the
CreditCard table. Change the names to match your database and tables.

USE [SAPData]
GO
-- Insert 30,000 new rows into the CreditCard table in the MABSAPDHBatabase
-- in batches of 75
DECLAR @count INT=1, @inner INT,;
WHILE @count < 400
BEGIN
BEGIN TRAN;
SET @inner =1;
WHILE @inner <=75
BEGIN;
INSERT INTO [dbo].[CreditCard]([CardType],[CardNumber]
JExpMonth] ,[Exp  Year] ,[ModifiedDate])
VALUES( LEFT( NEWID(), 5), LEFT( NEWID(), 16 ) ,5 ,2020
,GETDATE())
SET @inner = @inner + 1;
END;
COMMIT;
WAITFOR DELAY '00:00:01";

12












