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Introduction
From improving the accuracy of medical diagnoses to protecting African elephants from poachers, Internet of Things
(IoT) technology is tying more of the digital and physical worlds together and solving more challenges every day.
In the pursuit of creating this connected environment, 83% of surveyed IoT adopters are developing or
implementing an artificial intelligence (AI) strategy, according to the Microsoft IoT Signals.
Among the capabilities that AI and advanced technologies enable
are image recognition and interpretation, language recognition
and processing, predictive and prescriptive maintenance, and
enhanced experiences for employees and customers. Adding the
collection and analysis of these differing forms of data allows IoT
solutions to address complex challenges in new ways.

83%

of surveyed adopters
are developing or
implementing an
AI strategy

In this white paper, we will explore the following:
9 Why collecting data without AI capabilities limits
the potential of IoT technology—and the steps to
take to increase technology benefits

9 Real-world solutions that successfully implement
AI, computer vision, and related capabilities for a
variety of industry-specific scenarios

9 Four benefits that are driving the adoption of AI
and computer vision in IoT solutions

9 Intel and Microsoft hardware, platforms, and
tools to consider when selecting advanced
technologies that will maximize return on
investment for various use cases

Have you read our first white paper?
Simplify IoT solution development with Intel and Microsoft: In this white
paper, we dive into using edge-to-cloud solutions for remote monitoring
and ready-made solutions for predictive maintenance.

Download the
white paper
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Four benefits driving AI and
computer vision adoption
The worldwide amount of data collected by IoT devices is quickly climbing to more than 79 zettabytes by 2025,1
with one zettabyte equaling 1 billion terabytes. But raw data needs analysis or context to effectively guide either
automated or human decisions and actions.
AI-driven data analytics and machine learning algorithms can rapidly and accurately make sense out of
voluminous data points and map out trends. They also can learn how to identify deviations in data, sounds,
or images that could be missed even if the data were scrutinized manually in painstaking fashion. And as the
technology becomes more affordable, enterprises are embracing these devices and solutions that can easily
collect and process images, audio, and data.

Defining computer vision, audio, and AI
Computer vision

Speech and audio

Advances in hardware and software
are bringing computer vision closer
to human vision in its abilities.2
While intelligent computer vision
is vital to making autonomous
vehicles more commonplace, it
also can help diagnose diseases,
automate quality inspection, and
monitor inventory levels and
customer traffic. The global market
for computer vision is forecasted
to grow from $10.9 billion USD to
$17.4 billion by 2024, according to
Markets and Markets.3

As with computer vision, use of
devices that can capture and
analyze audio-based data is
growing with the technology’s
improvements. Employees can
speak simple instructions to control
potentially dangerous heavy
equipment. Or microphones can
monitor and compare machine
noise with audio models that can
diagnose or predict maintenance
needs. Processing and storing
audio data at the edge can help
businesses avoid potential privacy
issues.

AI, machine learning,
and deep learning
With machine learning and deep
learning capabilities, AI processes
and analyzes images, sound, and
data. A subset of AI, machine
learning enables algorithms to
make decisions and predictions
based on collected data. Deep
learning goes further, using
algorithms—artificial neural
networks—that imitate human
brains in the way they work and are
adept at processing huge amounts
of unstructured data such as
images and video. The market for
AI in IoT is expected to grow from
$5.1 billion USD in 2019 to $16.2
billion by 2024.4
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Among the benefits that can be realized with AI and
computer vision as part of an IoT solution:

1

Enhance common IoT-enabled tasks

Combining AI and computer vision can enhance common
IoT-enabled tasks such as remote monitoring. Automated
analysis of multiple video streams can detect movement or
other anomalies and send instant notifications when they
occur. Adding computer vision to telemedicine can enable
capabilities like remote monitoring of patients. Microphones
also can collect sound from factory equipment, which can
be analyzed for deviations from normal operating sounds
to determine if equipment is operating at optimum levels.
Additionally, small changes in machinery noise can indicate
how soon maintenance may be required.While remote
monitoring and predictive maintenance are among the mostestablished uses for IoT solutions, advanced technologies
present opportunities to perform these tasks better.
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Boost care, safety, and service

Pairing computer vision with AI’s deep learning
abilities also helps keep people safer or better
served in a variety of scenarios. For example, to help medical
technicians scan unprecedented numbers of medical
images, computer vision and AI can automatically look for
abnormalities and let medical personnel know if certain
images require further examination. Using AI and machine
learning algorithms with video streams can monitor employee
on-site safety, including social distancing protocols, and alert
them when there’s a potential danger. In retail stores, a similar
system can limit customer numbers in a crowded space.
Computer vision also can monitor inventory and predict when
items need to be ordered. In some of these scenarios where
privacy is a concern, processing data at the edge creates less
complication. Computer vision and AI, however, are central to
achieving these health, safety, and service uses.

What are Metaverse apps?
As enterprises create more connected
environments, the physical and digital
worlds are converging and opening a new
world of opportunity and transformative
solutions. We think of these solutions as
metaverse apps. It is the culmination of
the intelligent cloud and intelligent edge
working together, and at the foundation of
these applications is digital twins.
By creating live, data-rich digital replicas
of physical environments, users can apply
analytics, simulations, autonomous controls,
and other interactions in mixed reality to
achieve previously impossible benefits.
Each layer of the technology stack used for
metaverse apps can accomplish much on its
own, but together they have the power to
transform how computing is done.

Read more about Metaverse apps.
Microsoft Metaverse technology stack
Microsoft Mesh and Hololens
Microsoft Power Platform
Azure AI and Autonomous Systems
Azure Synapse Analytics
Azure Maps
Azure Digital Twins
Azure IoT
The physical world
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Accelerate development and time to deployment

More powerful processors, sophisticated IoT vision and acoustic devices, and AI work in ways that
automate problem-solving. These technologies can assist employees in a variety of environments to
improve productivity or deliver better service to customers. As IoT devices advance and become more essential in
a more connected world, technology providers are focused on keeping them from becoming dizzyingly complex.
Intel and Microsoft, for example, are both encouraging developers to design IoT Plug and Play compatible
devices and offer toolkits, such as the Intel® Distribution of OpenVINO™ toolkit, that connect quickly and speed
up deployment of sophisticated capabilities. This allows technicians or other employees without deep coding
experience to deploy devices and applications, in addition to making devices and systems more understandable to
those who use them.
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Achievable tangible return on investment

The power of advanced technologies to collect multimedia data and extract detailed insights has the
potential to create faster returns on investment in IoT solutions. Companies using AI as a component of IoT
have fewer projects in the learn phase and more projects in the purchase phase compared to surveyed companies
who aren’t using AI in a solution, according to Microsoft IoT Signals Report.
Ninety-six percent of those companies integrating AI also indicate overall satisfaction with IoT technology, compared
to 87% among IoT adopters. They’re also more likely to view IoT as critical to the success of their business— leading
to more IoT investment and use—than overall IoT customers (95% vs. 82%).

Examples of ROI from AI
Because of the power of AI-powered data analytics to create understandable insights out of large amounts of data,
it is boosting productivity and value across industries.
Some real-world examples and potential savings from using AI applications:

•

Using an AI-automated energy management solution in commercial buildings showed savings of 10% to 20%
in energy costs. 5

•

A European automaker built a “fully digitized” factory and significantly reduced manufacturing time while
boosting productivity by 10%.6

•

Intel reduced downtime of its fan filter units in semiconductor production plants by 300% after deploying
industrial IoT sensors and edge computing to monitor and predict maintenance for the equipment. 7

•

DC Water streamlined sewer pipe inspections with an AI-powered video analysis solution that reduces pipe
scanning cost by 75% and can create an ROI of 350% over three years.8
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Industry scenarios powered by AI and
computer vision

From streamlining urban commuting to creating manufacturing lines that adjust more easily to changing conditions,
the responsible use of AI and computer vision in IoT solutions already is enabling innovative use cases that span
smart spaces, transportations systems, manufacturing, retail spaces, and healthcare.

“Speed and agility are critical to any manufacturer. Having the ability to capture realtime data streams and apply analytics as close as possible to the manufacturing
operations—i.e., an intelligent edge—empowers manufacturers to be able to respond
to live operational events with actionable and optimized insights. This continual digital
feedback, from the edge to the cloud, gives any business deeper and real-time insights
into their operations, product development, and product usage.”
– Çağlayan Arkan
VP of Manufacturing Industry at Microsoft

Predictive Maintenance
Predictive maintenance incorporates machine learning software that analyzes data to predict outcomes and
automate actions. Predictive capabilities allow service providers to move beyond the traditional reactive and
scheduled maintenance business model to using data and analysis to identify issues before they become critical,
allowing technicians to intervene before customers even realize there’s a problem.
Learn more about
Predictive Maintenance
55

Enabling safer spaces and faster transportation
Computer vision and AI technology could routinely guide autonomous vehicles one day, but they’re already
improving commuting and traffic. Driven by Intel and Microsoft Azure technology and services, Hitachi Smart Spaces
enabled by Lumada Video Insights are some of several smart transportation solutions that analyze and optimize
transit flows and safety for customers like RTC Southern Nevada, while improving security in stations and other
public spaces.
Other smart transportation and smart city uses are numerous, especially as many municipalities already have streetlevel camera networks. The Innodep Vurix platform, as one example, integrates input from up to 10,000 cameras
with help from an Azure-based video management system and Intel processors. When used with AI technology, it is
helping city leaders establish transportation policies and business-development zones.

Read more
about Innodep

Innodep is Korea’s No. 1 video management system (VMS)
platform company. With deep expertise in the security
industry, Innodep works at the intersection of physical and
digital security. Winner of the top honor at the 17th innovative
Technology Show in 2016, Innodep’s VMS platform is built
on the company’s signature compression algorithm, which
reduces video storage needs by 10 times. Innodep can help
ensure your city’s safety and well-being.

Elevating manufacturing quality and safety
In the manufacturing and industrial sphere, vision and AI applications are ensuring the build quality of vehicles and
keeping employees safe in the workplace. Intel AI and vision technology is central to the ADLINK arc-welding defect
detection solution, which checks welds on John Deere production lines. The solution automatically detects cavities
in the weld metal caused by trapped gas bubbles, stops the welding process, and allows for the weld to be fixed
in real time to keep up Deere’s consistency in build quality. Intel edge processors similarly are used to help Audi
automatically inspect vehicle welds. The solution takes data from welding-gun controllers and analyzes it at the edge.
In addition to improving quality control accuracy, the solution has reduced inspection-related labor costs by 30-50%9
Anheuser-Busch InBev, the Belgium-based global brewing business, is harnessing Microsoft Azure AI services to track
bottles of its products from their origins in wheat and barley fields all the way through manufacturing,
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distribution, and sale promotion. To do that, the company has created a complete digital twin of its breweries and
supply chain to track and make adjustments when needed to their operations. Through the use of mixed reality with the
digital twin, employees can even remotely assist different locations.
Meanwhile, Linker Vision AI, powered by Azure Stack Edge and Intel® Xeon® processors, utilizes video cameras and
intelligent auto-labeling algorithms to protect workers in hazardous job sites. The system can detect whether people
are wearing the correct protective equipment, following standard procedures, or entering restricted or dangerous areas
of a workplace. When an incident occurs, it automatically alerts on-site supervisors.

Linker Networks has developed an AI-powered
worker safety system that helps prevent workplace
injury 24/7. Tasks that have traditionally required
hours of labor-intensive, in-person inspection and
supervision can now be automated using Linker’s
ready-to-adopt system, which integrates AI,
machine learning, and the intelligent cloud. Built
on Microsoft’s Azure Stack Edge and powered
by Intel technology, the system is pre-trained for
manufacturing and heavy industries such as oil
and gas, mining, and construction.

Register for
Linker Webinar

Remote Monitoring
Monitor almost any kind of asset—including heavy machinery, vehicles, and even livestock—almost anywhere, either
continuously or at regular intervals. By tracking location, performance, condition, or environmental factors, the
insights you gain from IoT connected things can help solve your business problems using your own data.
Learn more about
Remote Monitoring
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Creating better retail experiences and inventory management
In the retail sector, advanced technologies are managing inventory levels and ordering tasks in the back of
stores, but they also can create detailed insights into customer behavior to increase sales per square foot.
The WonderStore solution, which uses Intel hardware and Azure IoT, combines advanced vision and machine
learning to analyze in-store information on customer demographics, mood, time spent browsing, fashion choices,
and buying habits. One store saw a 16% increase in shop window conversion for existing customers by better
targeting suggested merchandise. The Sensormatic IQ solution tracks and analyzes foot traffic and other factors in
retail spaces to help optimize staffing levels, inventory, and more.

Improving diagnoses and prescription accuracy for patients
Similar to the use of AI and vision in medical imaging, Intel edge AI and vision can automate fetal measurements and
monitor the progression of labor in real time during the birthing process without the need for invasive manual exams.10
Beyond medical image and measurement analysis, advanced IoT technologies and edge computing are enabling
wearable devices for patients that can track vital signs in detail or allow for remote care from home.
Additionally, predictive analytics can help hospitals accurately forecast patients’ length of stay and re-admission
rates based on their conditions. Having that information can reduce operational experiences, tailor care for better
patient outcomes, and potentially avoid penalties. The same vision and edge AI technology that can monitor retail
inventory powers the StockView for Healthcare solution, which uses Intel and Microsoft Azure services to automate the
management of medical supply closets and predict which supplies and medicines are likely to run out first.

GE Healthcare’s Carestation Insights is a suite
of cloud-based applications built on Microsoft
Azure. It securely gathers data from Intel-powered
anesthesia devices to identify previously unseen
patterns and reveal opportunities to help improve
clinical, operational, and financial outcomes.
Read more about
GE Healthcare
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Considerations when choosing AI
and vision solutions
Choosing, building, and deploying the right advanced technologies for your desired business outcome isn’t easy.
Among the considerations that can guide what technology you use when selecting advanced IoT capabilities:
• What type of devices and how many will your solution include? Handling video streams or countless still
images from a number of vision devices requires high-performance processors and vision processing units to avoid
slowdowns.
• What are your needs for edge processing and storage versus cloud processing and storage? If real-time
analysis without latency or on-site storage of images and data are crucial, then having AI-capable processors and
high-capacity storage at the edge is necessary. Alternatively, hybrid solutions that process images and data at the
edge and then store them in the cloud provide flexibility.
• How scalable does your solution need to be? If you plan to expand your IoT use or your business, does the
technology you’re considering easily allow for growth? The answer to this also can guide your choices between
on-site edge hardware, cloud-based services, or both.
• What is your deployment timeline and technical expertise? If you have knowledgeable technical employees
with IoT experience and a long timeline, you’re in a good position to design your own solution and choose the
right technology. If that’s not the case, Intel and Microsoft offer pre-built cloud service applications and many tools
and templates to create targeted solutions that use advanced technologies without requiring significant technical
knowledge.
Explore the table below to learn more about these technologies and to read about examples of their real-world
uses.

Processors and hardware

Business scenario or benefit

Customer story or use case

11th Gen Intel® Core™
processors

Enhanced specifically for IoT applications such as AI
and computer vision with minimal latency

GE Healthcare: AI helps improve
patient experience

3rd Gen Intel® Xeon®
Scalable processors

The only data center CPU with built-in AI
acceleration, end-to-end data science tools, and an
ecosystem of smart solutions

Kingsoft Cloud speeds
up content delivery
response times
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Platforms and Services

Business scenario or benefit

Customer story or use case

Intel FPGAs and SoCs

AI-optimized FPGAs for high-bandwidth, lowlatency AI acceleration for applications such as
natural language processing

VelociData uses Intel FPGAs in
delivering cohesive data solution to
network provider

Intel Optane™ SSDs

Optane SSDs improve AI outcomes and efficiency
by moving data at high throughout across
variable access patterns with low latency

Fujifilm improves CT
diagnostic imaging

Intel® Movidius™
Myriad™ X
Vision Processing Unit

Intel’s first VPU to feature the Neural Compute
Engine, a dedicated hardware accelerator for
deep neural network inference for AI and
computer vision applications

Autonomous robots sanitize against
COVID-19

Microsoft Azure Stack
Edge

Purpose-built hardware that brings compute,
storage, and intelligence to the edge

Peregrine revs up for speedier service
with Azure Stack Edge

Intel® Edge Software
Hub

One-stop software resource for streamlining
development of AI at the edge

How to start intelligent edge solutions

Azure IoT Edge

Fully managed service built on Azure IoT Hub to
deploy AI and vision services and applications
to IoT edge devices via standard containers

Lufthansa CityLine streamlines aircraft
turnaround, reduces flight delays

Azure Video Analyzer

Platform designed for building intelligent video
applications that span the edge and the cloud
using Azure IoT Edge and other Azure services

Dow uses Azure vision AI
at the edge to boost employee safety

Computer Vision, part of
Azure Cognitive Services

AI service that uses visual data processing to label Carnegie Mellon University lab thrives
content, detect text, generate image descriptions, on the edge of computing innovation
and understand movement without requiring
machine learning expertise

Azure Percept

A comprehensive and easy-to-use end-to-end
platform with added security for creating edge
AI solutions. Go from prototype to production in
minutes with hardware accelerators that integrate
seamlessly with Azure AI and IoT services

Telstra deploys AI video solutions with
Azure Stack Edge and Azure Percept
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Intel Solutions Optimized for Edge
Requirement

Technology

Full Stack

Solution

Software

Interoperability
Mission-critical Systems
Cloud to Edge to End Point
Systems
AI at the Edge
Regulatory Safety
Requirements
Low-latency Applications

Compute
Performance

Graphics &
Media

Virtualization

Security

Manageability

Vision / AI

Interactive
Whiteboard

Predictive
Analytics

Anomaly
Detection

People
Detection

Traffic
Control

Compute

AI/CV Inference Accelerators
MOVIDiUS

Functional
Safety

Smart
Kiosk

EDGE
SW HUB

Real
Time

STRATiX
10

Connectivity
ETHERNET

ARRiA

10

5G

Figure 1 – Intel processor and software options designed for IoT edge solutions

Developer tools

Business scenario / benefit

Customer story or use case

Azure IoT Edge for Linux on
Windows (EFLOW)

Enables customers to deploy Linux IoT Edge
modules onto devices running on Windows IoT

General availability of Azure
IoT Edge for Linux on
Windows

Custom Vision and
VisionOnEdge

An AI service and end-to-end platform for
applying computer vision to your specific scenario

Bringing your Vision AI
project at the edge is now
simple

Intel® Distribution of
OpenVino™ toolkit

Toolkit enables users to optimize, tune, and to
run comprehensive AI inferencing using its model
optimizer and runtime development tools

DC Water streamlines pipe
inspection and AI video
analysis

Azure Percept Dev Kit and
Azure Percept Studio

A pilot-ready development kit containing a
carrier board, mounting tools, and Azure Percept
Vision camera-enabled SoM and extendable with
Percept Audio. The Azure Percept studio offers a
single launch point for creating edge AI models
and solutions

Azure Percept enables simple
AI and computing on the
edge
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Microsoft supports broad security portfolio
Azure IoT Hub & DPS
Enable highly secure and reliable
communication between your IoT
application and devices it manages

Azure Device Update
Deploy over-the-air updates (OTA)
to your IoT devices

Azure Defender for IoT
Agentless asset discovery,
vulnerability management, and threat
detection for all your IoT/OT devices

Azure Sentinal
Intelligent security analytics for your
entire enterprise with industry’s first
cloud-native SIEM/SOAR

Azure IoT Edge
Ensure devices have the right software
and that only authorized edge devices
can communicate with one another

Cloud

Azure IoT SDKs
Enable you to build apps that run
on IoT devices to send telemetry,
receive messages, job, method, or
twin updates from your IoT Hub

Azure RTOs
Real-time O/S kernel with leading
multithreading and middleware to
enable embedded developers
to build real-time apps for
Edge resource-constrained devices

Windows IoT Enterprise
Enterprise-class power, security,
and manageability for the
Internet of Things

Devices
Azure Sphere
Comprehensive IoT security
solution—including hardware, OS,
and cloud components

Azure Sphere Guardian
Increase brownfield security posture
paired with existing equipment to
enable secured connectivity

Azure Percept
Comprehensive easy-to-use
platform with added security for
creating edge AI solutions

Edge Secured-Core Certified
Devices meet security requirements
for device identity, secure boot,
O/S hardening, updates, data
protection, vulnerability disclosures,
and security agents

Figure 2 – How Microsoft IoT platforms and services integrate security protections

Azure from cloud to edge
Endpoints

Edge

Datacenter

Connectivity

Cloud

5G
Azure Sphere
Azure RTOS
Windows IoT

Azure IoT
Azure Percept

Azure Edge Zones
Azure Stack Family
Windows Server
SQL Server

Azure Space
Azure for Operators

Azure IoT
(IoT Central, IoT Hub
Azure Digital Twins,
Azure Maps)

Single control plane with Azure Arc
Consistent security, identity, management

Figure 3 — Microsoft Azure IoT components from the edge to the cloud
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Exploring advanced solutions
from our partners
Intel, Microsoft, and their partners offer a range of market-ready solutions that incorporate advanced capabilities to
address a long list of potential uses while also improving return on investment.
Especially when adding AI and computer vision capabilities, businesses can cut the time and expertise needed to
move from proof of concept to deployment by adopting market-ready solutions. And using a combination of edge
and cloud technology allows for flexible model training, processing, and data storage options that can quickly adjust
to changing business conditions while offering high data security for images and data.
IoT solution builders and developers are finding new ways to employ AI, computer vision, and other advanced
technologies in edge devices. Find the device you’re looking for through the Azure Certified Device program, which
has many new IoT Plug and Play devices compatible through certification to speed up time to market..
To learn more about IoT solutions that integrate AI, deep learning,
or computer vision, visit www.theintelligentedge.com

Intel and Microsoft IoT Partners

The Intel and Microsoft ecosystem of trusted partners supports customers by providing relevant IoT solutions that
can be quickly and easily deployed. Explore the current Microsoft and Intel IoT market-ready solutions from these
companies.

Intel, the Intel logo, and other Intel marks are trademarks of Intel Corporation or its subsidiaries.
Intel and Microsoft are committed to respecting human rights and avoiding complicity in human rights abuses. See Intel’s Global Human Rights Principles and Microsoft’s Human
Rights Statement. Intel and Microsoft products and software are intended only to be used in applications that do not cause or contribute to a violation of an internationally
recognized human right.
© 2021 Microsoft. All rights reserved.
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