Kubernetes objects on
Microsoft Azure

An introduction to deploymentoptions based on
a simple ASP.NET Core web application

By Mahesh Kshirsagar
Azure Customer Advisory Team (AzureCAT)

January20B



Kubernetes objects on Microsoft Azure

Contents

OVBIVIBW ...ttt ettt e et e e et e e e e 4okttt e e e ettt e e e s anbn e e e e e annneee e 4....
[N TNIS QUIAE ...ttt e et e s e e e bt e e et e e et 5.
SFo 1] o] (SR oo o L= PP PP PPP PP RPPPPPPPPPS 5...

PART 1 GET STARTED WITH KUBERNETES........cotttiiiiiiiiiiiiiiiiiiiiiii s 6....

Set up a local Kubernetes envirONmMENT............uueiiiiiiiiiiiie e 6...
ENADIE 8 NYPEIVISOL....coiiiiiii ittt e e e b e 1.
INSTAIL KUDECT ...t e e e 8.....
INSTAIL MINTKUDE ... e e e e 9....
Validate the prerequisite INSTAllAtioN .............uuieiiiiii e e e e e e e eeeas Q..

Open the Kubernetes dashboard from MiniKube ...............cccooviiiiiiiii e 10

Start a local KUDEIMEES CIUSTEL..........ooiiiiiiiie it 11
TroubleshOoOot AEPIOYMENT ... 12

Set UP KUDEINELES ON AZUIE........cooiiiiieeeeeeeeeeeeeee e s e e e e e e e e e e e aaaeaaaaeaas 12
Create a Kubernetes cluster on CONtainer SEIVICE...........ccvvieiiiiieriiieie e 12
Manage a Kubernetes CIUSLEr ON AZUI...........uuuuuuurerrieinieineeiieiee s aeae s e s e e e e e eaaeeaeas 14
Open the Kubernetes dashboard for an Azure-based CIUSLEr............cceiiiiiiiiiiiiiieieee e, 15...

PART 2 WORK WITH THE KUBERNETES DASHBOARD...........ccoiiiiiiiiiieeeeeeei e 18..

Switch context between a local cluster and an Azure CIUSter.............ccoccvvveiiiiiiene e, 18

Tour the Kubernetes dashbDOard...............cuviiiiiiiiiiiiii e 20
Yo 1111 o I TP PP PP PRRR 20

[ E2 T TST] 072 Lo <R 20,
[N o0 T PSP PTPPPP 20
PErSISIENT VOIUME. ... ettt e e e e e enees 21
S (o] = (o = I od =TT LSS 21
RIS, ettt e e et e st a e e neeee s 21
LAV o =T L RSO PR I 21
(D157 o] (0] 01T o€ PP PPPR T OUPUPPPPPRTRN 22
REPIICA SEES....eeiieiie ettt e e e e e et e e e e e e e e breae e e e e e e e e aan 22.
RePIICAtioN CONTIOIEIS ......eeiiiiiiei e e e ee e e e 22
DABIMON SEES....eetitiiiiiiiit e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaaaaaaaas 22,
SEALETUL SEES ... ettt e e e e e e e et a e e e e e eas 23
B [0 oL TP ERTT TR 23
P OIS .ttt 23
SEIVICES AN AISCOVEIY. . uuuiiiiiieee i ittt e eee e s s et eeeeeesssaaeaarereeeeaesaasssaaneeaeaeessnansssaneneeeeeeanannes 23
[0 TS TY= S S 24..



Kubernetes objects on Microsoft Azure

ST Yoo ST OO PP PPPUPPPPPPPPPPP 24..
100 =To [3= g Lo I oTo] o 1o FO PO PP P TP PP OPPRPPO 24
Pergstent VOIUME ClaiMS ......coiiiiiiii it 24..
(O] 01170 |1/ = T T PPESRR 24.
SBCTBIS .ttt e 24
Summary of key Kubernetes resources for workloads............ccccuvveveiiiiivccciiiiie e 25
PART 3 DEPLOY THE TIERS ... ..ottt e s 26
Considerations for SQL Server backend deployment ..., 26
CFBALE @ SBCIEL ..ttt ettt e e e et e e et e e ettt e e e e e s e e e e e e e e 27..
Create @ StOrAGE ClASS. ... .uiii ittt e e st e e s e e e e b re e e e e 27
Create a persistent VOIUME QaIM ........oouiiiiiiiii e 217.
ClrBALE 8 SBIVICE. ... tttiie ittt ettt ettt e e ettt e s a bttt e e ekt e e e e e st bt e e e e n bt e e e abee e e e anbbe e e e e nees 28.
Create @ STALETUI SEL.......eii et 29
Create the dataDASE.........cooi et e e 30
A e 1Yo F= L= W 01T £ ] (=T [ = R 31
Considerations for the ASP.NET Core web frontend deployment ............cccceveeeieinnnnns 33
Install Heapster with INfluxXDB and Grafana..............ceooiiiiiiiiiiiciec e 33
Change the grafana.yaml file............cueiiiiiii e 33
CrBALE SEIUCES. .. .eetieitte it ettt ettt e ettt e ettt e e e bttt e e e ek bt e e e aa b bt e e e sbbe e e e e et be e e e e anbbe e e e santaeeeeane 35
Use the Horizontal PO AULOSCAIE..........ccoiuiiiiiiiiiii ettt 36
L0 1= 1 (=30 [T 0] [0 4 =T oL S 36
ClBALE SEIVICE ... ittiii e ittt ettt ettt e et e et e e e et e s nn e e e e st e e st e e s e e e e e e s 37
Create NorizontalPOJAUIOSCAIET.........c.viiiiiiiie e 38
TrOUDIESNOOT ISSUBS......coiiiiieeiit ettt 38
Verify hOw 0perations SCale............cooooii it 38.
Verify the @ppliCatioN ........ooeei oo reer e e e e e s nnnrnneee e e e e s ennnneenees A
VErify the atBDASE.......ccoi i e e e s s e e e e e e s e e rraareeee e e e 42
[070] o[ [1 ][] o TP PP PPPPPPPPPPRPPRR 42.

Authored by Mahesh Kshirsagar. Edited by Ed Price Reviewed by Brendon Burns Wasim Bloch and Kimmo Forss

© 2018 Microsoft Corporation. This document is for informational purpos es only. MICROSOFT MAKES NO WARRANTIES, EXPRESS OR
IMPLIED, IN THIS SUMMARY. The names of actual companies and products mentioned herein may be the trademarks of their respecé

owners.



Kubernetes objects on Microsoft Azure

Overview

More people are turning to Kubernetes as a container orchesratorfi a rapidly growing trend

according to search statistics® As more enterprises adopt architectures based on containers or
microservices,they also need to adopt a container orchestrator, and they need options for

managing their containerized workloads. Many developers start with Docker, an excellent

ecosystemfor learning to work with containers. But Kubernetes pushes the boundaries with its

exhaustive set of options for managing containerized workloads. The sheer number of options

can be overwhelming,e speci ally when youdre getting started

This paper attempt s to demystify Kubernetes by focusing on a real-life scenario in which a basic
tiered application is deployed using pods and controllers. Step by step, using a sample
applicati on, oyhoasdthelrightkalgernétes abjettsfor running workloads in Azure.
Kubernetes provides multiple deployment objects, each with its unique advantages that are
explained in the context of a sample two-tier workload on Kubernetes. The concepts you learn by
deploying this workload can easilybe extended to multitier architecture implementations.

The workload discussed in thispaper consists of an application with a web front end running
ASP.NETCore 1.0 (withsome ASP.NETSignalR)shown in Figure 1. The backend consists of a SQL
Server container running on Linux.
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Figure 1. Use the sample app to see how to use Azure Container Semiwith Kubernetes.
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In this guide

This paper has three parts that follow the typical order you might use to start up and learn
Kubernetes.

1 InPart 1, get started with Kubernetes, first by setting up a local development environment,
then a Kubernetes clusteron Azure using Azure Container Service Learn about deployment
options and process.

1 InPart 2, get a high-level overview of key Kubernetes concepts through a tour of the
dashboard, the Kubernetes web interface. Learn how to switch between clusters and work
with the dashboard options.

1 In Part 3,walk through a sample deployment and learn how to choose the right deployment
objects. Setup a SQL Servemback end and ASP.NET Core web front end

The content for this paper was originally written as a series of blogs.

Samplecode

This guide demonstrates the deployment of a sample application, ContainerDemoApp. You can
copy the source code from GitHub:

Resource URL

ASP.NETCore application  https://github.com/Mahesh -MSFT/KubernetesDemoApp

SQL Server backend https://github.com/Mahesh -
creation script MSFT/KubernetesDemoApp/tree/master/sqlscript

Kubernetes SQL Server  https://github.com/Mahesh -

StatefulSet creation MSFT/KubernetesDemoApp/blob/master/k8smanifests/sqlserver-
manifest backend.yaml

Kubernetes ASP.NET https://github.com/Mahesh -

Core MSFT/KubernetesDemoApp/blob/master/k8smanifests/aspnetcore-
HorizontalPodAutoScaler frontend.yaml

manifest



https://docs.microsoft.com/en-us/azure/container-service/kubernetes/container-service-kubernetes-walkthrough
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https://github.com/Mahesh-MSFT/KubernetesDemoApp/blob/master/k8smanifests/aspnetcore-frontend.yaml

PARTL
GET STARTED WITH KUBERNETES

In a typical development scenario, developers start on their local computers before deploying to a
remote cluster, most likely in the cloud. Part 1 showsthe basics you needto set up a Kubernetes
cluster.

First, ythadetelopmentdnvireanment for Kubernetes on your local computer , then
start a | ocal Ku b e rlmgeat $teeted orc Azuresandeset up aNKeberhetes gjuster 6 |
there.

Set up a local Kubernetes environment

A local development environment for Kubernetes has three prerequisites:

1 Hypervisor enables virtualization, which is the foundation on which all container or chestrators
operate, including Kubernetes.

1 Kubectl is the Kubernetes command-line tool used to manage the Kubernetes cluster.

1 Minikube is a tool that runs a single-node Kubernetes cluster inside avirtual machine on your
development computer.



Enabé a hypervisor

Kubernetes objects on Microsoft Azure

This guide uses HyperV as the hypervisor.On many Windows 10 versions, Hyper-V is already
installedfi for example, on 64-bit versions of Windows Professional, Enterprise, and Education in
Windows 8 and later. It is not available on Windows Home edition.

NOTE:l f you®re running
another hypervisor option is to use VirtualBox, a
listof hypervisors, see
documentation.
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ng other than Wi
cross-platform virtualization application. For a
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To enable Hyper-V manually on Windows 10 and set up a virtual switch:

1. Right-click the Windows button and select Apps and Features to open the Windows Features

w
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dialog box.

Turn Windows features on or off

check box. A filled box means that only part of the feature is tu
m] | .MET Framework 4.7 Advanced Services
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To turn a feature on, select its check box. To turn a feature off, clear its

rned on.

Cancel

Select the Hyper-V check boxes then click OK.

To set up a virtual switch, type hyper in the Windows Start menu, then select Hyper-V

Manager.
In Hyper-V Manager, selectVirtual Switch Man
SelectExternal as the type of virtual switch.

Selectthe Create Virtual Switch button.

ager .

Ensure that the Allow management operating system to share this network adapter

checkbox is selected.

ndows
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t
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E;E Virtual Switch Manager for MININT-MUQUSUF — X

# Virtual Switches ol Virtual Switch Properties

2T Minikube Virtual Switch Lo
ASIX AX887728 USB2.0 to Fast Et... Minikube Virtual Switch

Motes:

% Global Network Settings

4 MAC Address Range
00-15-50-48-01-00 to 00-15-50-4... Connection type

What do you want to connect this virtual switch to?
(@) External network:

ASIX AX887728 IUSB2.0 to Fast Ethernet Adapter #2 w
Allow management operating system to share this network adapter

(O Internal network

() Private network

VLAN ID
[] Enable yirtual LAN identification for management operating system

Remove

Cancel

Installkubectl

In this step, you install kubectl from the Kubernetes site and set it as an environment variable.

1. Goto Install and Set Up kubectl in the Kubernetes documentation and follow the instruction s
for Windows to copy the executable (.exe) file to your C: directory.

2. Inthe Windows Search box type View advanced system settingsind click on the result from
the Control Panel.

3. Inthe Advanced tab of the System Properties dialog box, dick the Environment Variables
button.

4. In the System variables frame of the Environment Variables dialog box, selectthe row with
Path as a variable name, then select the Edit button.

5. Inthe Edit System Variable dialog box, click New, then add that path to where you copy and
pasted the kubectl.exe. ClickOK.

6. ClickOKin the Environment Variables dialog box.

7. Click OKin the System Properties dialog box.


https://kubernetes.io/docs/tasks/tools/install-kubectl/
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InstallMinikube

Like kubectl, you set up Minikube by copying the latest Minikube executable (exe) file and
making it an environment variable.

1. Go to the kubernetes/minikube GitHub page and download Minikube. For the examples
shown in this guide, the file was downloaded to the same location (C:\) as the kubectl file.

2. Rename the downloaded .exefile to minikube.exe

3. Add the path to minikube.exe in the System variables frame of the Environment Variables
dialog box as you did for kubectl.

Validat the prerequisite installation

It is easy to verify an instdlation by running the version command. For Minikube, use the
following command:

minikube version

For kubectl, use this command:

kubectl version

The first time you run this command, no cluster has beenset up yet, so errors are generated for
0 &ver Version.6Ignore these. Figure 2 compares the output from minikube and kubectl.

INDOWS\system32>minikube version
kube version: v0.20.0

C: \WINDOWS\system32>kubectl version

Client Version: version.Info{Major:"1", Minor:"7", GitVersion:"v1.7.0", GitCommit:"d3ada0119
e776222f11ec7945e6d860061339aad", GitTreeState:"clean", BuildDate:"2017-06-29T723:15:59Z", Go
Version:"gol.8.3", Compiler:"gc", Platform:"windows/amd64"}

Server Version: version.Info{Major:"1", Minor:"6", GitVersion:"v1.6.6", GitCommit:"7falc1756
d8bc963f1a389f4a6937dc71f08ada2", GitTreeState:"clean", BuildDate:"2017-06-16T18:21:54Z", Go
Version:" i ~:"gc", Platform:"linux/amd64"

Figure 2. Using theversion command in minikube and kubectl..

Next, run the following command to verify the latest version of Kubernetes that is available for
installation:

Minikube get - k8s- versions

Figure 3 shows that the latest Kubernetes version available for installation is V1.7.0.


https://github.com/kubernetes/minikube/releases

Kubernetes objects on Microsoft Azure

C: \WINDOWS\system32>minikube get-k8s-versions
The following Kubernetes versions are available:
.0

.0-rc.1

.0-alpha.2

vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.
vl.
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Figure 3. List of the latest Kubernetes versios

Open the Kubernetes dashboard from
Minikube

When running Minikube, accessthe dashboard using the minikube dashboard command (Figure
4). A browser window opens with the Kubernetes dashboard (Figure 5). For details about using
the dashboard, seePart 2: Work with the Kubernetes dashboard.

:\WINDOWS\system32>minikube dashboard

Dpening kubernetes dashboard in default browser...

Figure 4. The minikube dashboard command.
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C | ® 192.168.1.10
O kubernetes
= Workloads

Cluster

Figure 5. Kubernetes dashboardor an empty local cluster.

Start a local Kubernetes cluster

Now that you know the latest Kubernetes version, use Minikube to start a one-node Kubernetes
cluster. Runthe following command:

Minikube start Zkubernetes -version= "v1.7.0" -- vmdriver="hyperv" -- hyperv -
virtual - switch="Minikube Virtual Switch" Zlogtostderr

NOTE:The screenshots in this document show a Windows 10 setup that includes a Hyper-V
virtual switch.

After a while, the following verification message appears:

Connecting to cluster...
Setting up kubeconfig...

10717 17:55:36.791316 9800 config.go:75] Using kubeconfig: C:\Users\maksh/.kube/config
Kubectl is now configured to use the cluster.

Figure 6. Verification message after starting a cluster.
To verify the Minikube status, run the minikube status command as Figure7 shows.

C: \WINDOWS\system32>minikube status
minikube: Running

localkube: Running
kubectl: Correctly Configured: pointing to minikube-vm at 192.168.1.6

Figure 7. Theminikube status ~ command.

11
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Now use kubectl to verify status. Run the cluster -info and get nodes commands as Figure8
shows.

IC : \WINDOWS\system32>kubectl cluster-info
is running at

:\WINDOWS\system32>kubectl get nodes
STATUS AGE VERSION
Ready 9m vl.7.0

Figure 8. Getting the kubectl status.

Troubleshootdeployment
If you encounter deployment issues, follow these steps:
1. Ensure that you are running the command prompt in Administrator mode.

2. Stop Minikube by running minikube.stop command followed by the minikube.delete
command.

3. Stop and delete the Minikube virtual machine in Hyper-V Manager.

4. Delete the .kube and .minikube folders in the HOME path (generally found at
CAWindows\Usersi<your-user-id>).

Set upKuberneteson Azure

For the sample deployment described in this document, Container Serviceis used to deploy and
manage a Kubernetes cluster in the cloud.Container Serviceenablesyou to run containerized
workloads on Azure. You can choose among multiple container orchestrators, including Mesos
DC/OS, Docker Swarmand Kubernetes.

NOTE In October 2017, Microsoft announced a managed Kubernetes service called AK$hat
offers new deployment options and other benefits. This guide usesContainer Service which has
been available since 2015 and features an Azurébacked SLA.However, in the setup steps
below, you can substitute the equivalent AKScommand for the Container Servicecommand.

Other Azure services support containers, includingAzure Service FabricAzure App Service and
Azure Container Instances Thefocus here is on Container Servicebecause its of support for
Kubernetes.

Creat a Kubernetes cluster o@€ontainer Service

You can create aKubernetes cluster on Container Servicethrough the Azure portal or with Azure
CLI (commandline interface). For detailed instructions based on Azure CLI, seeDeploy
Kubernetes cluster for Linux containers.

A common practice is to use the switch -- generate - ssh-keys to autogenerate SSH keys,but
many enterprises preferto have their operations or security teams generate and provide SSH keys
to the development teams. This paper usesthe latter approach instead of autogenerating SSH
keys.

12
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To support this approach, use the -- ssh-key-file switch. For details about the various switches
available when creating a Kubernetes cluster,seethe az acscommand reference.

NOTE:Due to a current known issue, pleasecompact the SSH public key by completing the
following procedure on Windows 10 using PUTTY.

1. Open PuTTYGen and load a private SSH key

B2 PuTTY Key Generator ? x
File Key Conversions Help

Key
Public key for pasting into OpenS5H authorized keys file:
sshrsa AAAAB3Nzz ZRFIAKFL ~
+0ABowWeheWIM{
+54PMkeNQow SQL JfalSlpOxh5jicPH
+9BjSgvhralidagvl IT9c0gEglzgyS6G
+KeQgDVUg72eku- arPSEnMflcfdCtaodegr v
Key fingerprint: |ssh-rsa 2048 89:c5:96:0d 64.6c: 1 ff-e6:3c:5b:75b0.d7-48:2c
Key commert: |sakey-20161026

|
|
Key passphrase: | |
|

Confirm passphrase: |

Actions

Generate a public/private key pair Generate
Load an existing private key file Load

Save the generated key Save public key Save private key
Parameters

Type of key to generate:

(Z) 55H-1 (RSA) (@) 55H-2 RSA () S5H-2 DSA

Mumber of bits in a generated key: 2048

2. Copy the public key, create a new text file, paste thepublic key there and savethe file. Note
that there are no comments at the beginning or the end of this public key, which you would
generally see if you open it as-is.

3. Usetheaz acscreate command with the full path of this file to create a new Kubernetes
cluster as follows:

az acs create  -- orchestrator - type=kubernetes -- resource - group acs - kuber -rg
-- name acs- kuber - cluster  -- ssh- key- value="<full - path - nanme>"

C:\WINDOWS\system32>az acs create --orchestrator-type=kubernetes --resource-group acs-kuber-
rg nam kuber-cluster ssh-key-value="C:\Users\maksh\AppData\Local\VirtualStore\Progr

am Files (x86)\PuTTY\acs-swarm-pub-key-txt.txt

4. After a while, the following messageappears, indicating the successful deploymentof a
Kubernetes clusteron Azure;

13
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: >az acs create --orchestrator-type=kubernetes --resource-group acs-kuber-r
g --name=acs-kuber-cluster --ssh-key-value="C:\Users\maksh\AppData\lLocal\VirtualStore\Program|
Files (x86)\PuTTY\acs-swarm-pub-key-txt.txt"
waiting for AAD role to propagate.done
{| Finished ..
"id": "/subscriptions/5dd3998d-b447-44b5-884a-2da7751e365a/resourceGroups/acs-kuber-rg/proy
iders/Microsoft.Resources/deployments/azureclil500461262.346693529231",
"name": "azureclil500461262.346693529231",
"properties": {
"correlationId"”: "a972b798-db2f-4d60-92c9-7e5b7e455f08",
"debugSetting": null,
"dependencies”: [],
"mode": "Incremental",
"outputs": null,
"parameters": {
"clientSecret": {
"type": "SecureString"

}

Manage a Kubernetes clusteon Azure

Kubectl (the Kubernetes command-line interface) is used to manage the Kubernetes cluster in
Azure. To interact with an Azure-based Kubernetes cluster, run theget - credentials  command:

az acs kubernetes get  -credentials  Zresource - group=acs - kuber - rg
Zname=acs kuber - cluster

When the command completes, run the config current - context command to seeif the current
context of kubectl is pointing to the Azure cluster :

kubectl config current - context acs - kuber - cluster - ac- kuber - rg - 5dd399

After you confirm that the current context is pointing to the Azure cluster, run the get nodes
command to get more details about the nodes (Figure 9).

C:\WINDOWS\system32>kubectl get nodes
NAME STATUS VERSION
k8s-agent-10e054b7-0 Ready v1.6.6

k8s-agent-10e054b7-1 Ready vl.6.6
k8s-agent-10e054b7-2 Ready v1.6.6
k8s-master-10e054b7-0 Ready, SchedulingDisabled vl.6.6

Figure 9. Node status message

These nodes correspondto virtual machines on Azure. As Figure 10 shows, the names match

14
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Figure 10. Nodes and correspondingvirtual machines.

To identify the various endpoints of the Kubernetes cluster on Azure, run the cluster -info
command (Figure 11)

C: \WINDOWS\system32>kubectl cluster-info
is running at

is running at

is running at

is running at

Figure 11. Identifying the endpoints of the Kubenetes cluster on Azure

Open the Kubernetes dashboard for an Azuieased cluster

To access the Kubernetes dashboard of the Azurebased cluster, run the kubectl proxy
command. It returns an IP address and port on which various services are available on pray.

C:\WINDOWS\system32>kubectl proxy
Starting to serve on 127.0.0.1:8001
Figure 12. Getting the IP address for the dashboard with th&ubectl proxy command

When you go to that address,y o u 6 lallist of &l ¢he endpoints of the Azure -based Kubernetes
cluster (Figure 13).
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& > C  ® 127.00.1:8001

1

"paths": [
"fapi”,
"fapifvl®,
"fapis”,
"fapis/apps",
"fapis/apps/vlbetal”,
"fapis/authentication.k8s.ic™,
"/apis/authentication.kds.1io/v1",
"fapis/authentication.k8s.io/vlbetal”,
"/apis/authorization.k8s.ia",
"fapis/authorization.k3s.io/v1"™,
"fapis/fauthorization.k8s.io/vlbetal™,
"/apis/asutoscaling”,
"fapis/autoscaling/vl™,
"/apis/autoscaling/v2alphal®,
"fapis/batch”,
"fapis/batch/vl",
"fapis/batch/v2alphal™,
"fapis/certificates.kBs.io0",
"/fapis/certificates.kBs.io/vlbetal”,
"/fapis/extensions™,
"/apis/extensions/vlbetal”,
"fapis/policy”,
"fapis/policy/vlbetal”,
"/fapis/rbac.authorization.k8s.1i0",
"fapis/rbac.authorization.k8s.ic/vlalphal™,
"fapis/rbac.asuthorization.k8s.io/vlbetal",
"fapis/settings.k8s.1i0",
"fapis/settings.k8s.io/v1lalphal”,
"/apis/storage.kds.ic",
"fapis/storage.k8s.io0/vl",
"/apis/storage.k8s.io/vlbetal™,
"/healthz"™,
"/healthz/ping”,
"/healthz/poststarthook/bootstrap-controller”,
"/healthz/poststarthook/ca-registration”,
"/healthz/poststarthook/extensions/third-party-resources™,
"/logs",
"fmetrics”,
"/swaggerapl/"”,
"iuldt,

"fverzion”

Figure 13. List of endpoints

To see the dashboardfor the Azure-based Kubernetes cluster, addthe /ui path to the addressfi
for example, http://127.0.0.1:8001/ui. The Kubernetes dashboard opens (Fgure 14), and you can
now access the cluster through this browser interface.

For details about using the dashboard, seePart 2: Work with the Kubernetes dashboard.
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Figure 14. Kubernetes dashboardor Azure-based cluster showinghe welcome page of an enpty cluster.
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PART 2
WORK WITH THE KUBERNETES
DASHBOARD

Kubernetes gives you a multitude of options, and the dashboard helps you discover them. First,
you need to know how to switch between your local clusters and your clusters on Azure
Kubernetes callsthis switching context.

This section offers a high-level overview of the dashboard and introduces you to common options
for getting information about your clusters.

Switchcontext between a local cluster
and an Azure cluster

In earlier sections, kubectl is usedto interact with alocal and cloud-based clusterthrough the
cluster -info and proxy commands. To identify a cluster, kubectl usescontext. Think of context
asa variant of the database connectionSring property, but for a Kubernetes cluster.

Kubedl! issues commands against a specific cluster using tte context. To see which contexts are
available to receive commands, usethe config view command as shown in Figure 15.
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.cloudapp.azure.com

name: acs-kuber

cluster:
certificate-authority sers\maksh\.minikube\ca.crt
server: https://192.168.1.10:8443

name: minikube

19 _ aAdm n
395 -admin

rame: mini

current-context: acs-kuber-cluster-acs-kuber-rg-5dd399

Figure 15. See the availablecontexts.

The kubectl config view command lists clusters configs, and shows the current config.

Use the command kubectl config use context <name-of-context> to switch between contexts. For
example:

kubectl config use - context minikube

When you are connected to a specific context, you can issue further commands that work on that
cluster. For example, Figurel6 shows the clusterinfo command.

C: \WINDOWS\system32>kubectl cluster-info

is running at

Figure 16. Getting information about a context using the cluster -info command.

19



Kubernetes objects on Microsoft Azure

Tour the Kubernetesdashboard

After switching to the appropriate context, use
either the kubectl proxy  or minikube
dashboard command to navigate to the
Kubernetes dashboard (Figure 17).

This section walks through th e dashboard to
acquaint you with the options needed to
manage your clusters on Azure.

Youdl | |l earn the key ¢ <
with containerized workloads. All the

Kubernetes objects you create are accessed

from the dashboard.

The organization of the next sections follows
the order of the items on the dashboard menu.

Admin

This view is for cluster and namespace
administrators and includes Namespaces
Nodes, Persistent Volume, Storage Classesand
Roles (V1.7.0 only)

Namespaces

A namespaceis a virtual cluster within a

physical clusterand offers a great solution for

running multitenant applications . Physical Figure 17. Menu of the Kubernetes dashboard.
cluster resources can be distributed across

multiple namespaces using policies and resource quotas. Each namespace is isolated from other
namespaces.

You can also usea namespaceto isolate multiple areas within an application or microservice. Each
application or microservice can be deployed within namespaces, and access to it can be
controlled .

Each Kubernetes cluster has at leastwo built-in namespaces. These aralefault and kube-system
You can alsocreate custom namespaces but each time any operation or command is issued on
any component within a custom namespace,you must qualify it with a namespace. Thisextra step
is time-consuming when operating a large number of custom namespaces. This situation can be
remedied by creating users and credentials that are unique to the namespaces.

Nodes

A nodeis ahost within a Kubernetes cluster.Either physical or virtual servers nodes keep the
Kubernetes cluster up and running. Each noderuns multiple components, such as kubelet and
kube proxy.

Nodes play a key role in cluster capacity planning, high-availability, security, problem detection
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