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Overview 
More people are turning to Kubernetes as a container orchestratorña rapidly growing trend 

according to search statistics.1 As more enterprises adopt architectures based on containers or 

microservices, they also need to adopt a container orchestrator, and they need options for 

managing their containerized workloads. Many developers start with Docker, an excellent 

ecosystem for learning to work with containers. But Kubernetes pushes the boundaries with its 

exhaustive set of options for managing containerized workloads. The sheer number of options 

can be overwhelming, especially when youõre getting started.  

This paper attempt s to demystify Kubernetes by focusing on a real-life scenario in which a basic 

tiered application is deployed using pods and controllers. Step by step, using a sample 

application, youõll see how to choose the right Kubernetes objects for running workloads in Azure. 

Kubernetes provides multiple deployment objects, each with its unique advantages that are 

explained in the context of a sample two-tier workload on Kubernetes. The concepts you learn by 

deploying this workload can easily be extended to multitier architecture implementations.  

The workload discussed in this paper consists of an application with a web front  end running 

ASP.NET Core 1.0 (with some ASP.NET SignalR) shown in Figure 1. The back end consists of a SQL 

Server container running on Linux. 

 

Figure 1. Use the sample app to see how to use Azure Container Service with Kubernetes. 

                                                      

 

1 Check out Google Trends for òKubernetesó vs. òDocker Swarmó at 

https://trends.google.co.uk/trends/explore?q=kubern etes,docker%20swarm.  

https://kubernetes.io/docs/concepts/overview/working-with-objects/kubernetes-objects/
https://trends.google.co.uk/trends/explore?q=kubernetes,docker%20swarm
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In this guide 

This paper has three parts that follow the typical order you might use to start up and learn 

Kubernetes: 

¶ In Part 1, get started with Kubernetes, first by setting up a local development environment , 

then a Kubernetes cluster on Azure using Azure Container Service. Learn about deployment 

options and process. 

¶ In Part 2, get a high-level overview of key Kubernetes concepts through a tour of the 

dashboard, the Kubernetes web interface. Learn how to switch between clusters and work 

with the dashboard options . 

¶ In Part 3, walk through a sample deployment and learn how to choose the right deployment 

objects. Set up a SQL Server back end and ASP.NET Core web front end. 

The content for this paper was originally written as a series of blogs.  

Sample code 

This guide demonstrates the deployment of a sample application, ContainerDemoApp. You can 

copy the source code from GitHub: 

Resource URL 

ASP.NET Core application  https://github.com/Mahesh -MSFT/KubernetesDemoApp 

SQL Server back-end 

creation script 

https://github.com/Mahesh -

MSFT/KubernetesDemoApp/tree/master/sqlscript 

Kubernetes SQL Server 

StatefulSet creation 

manifest 

https://github.com/Mahesh -

MSFT/KubernetesDemoApp/blob/master/k8smanifests/sqlserver-

backend.yaml 

Kubernetes ASP.NET 

Core 

HorizontalPodAutoScaler 

manifest 

https://github.com/Mahesh -

MSFT/KubernetesDemoApp/blob/master/k8smanifests/aspnetcore-

frontend.yaml 

 

  

https://docs.microsoft.com/en-us/azure/container-service/kubernetes/container-service-kubernetes-walkthrough
https://blogs.msdn.microsoft.com/azurecat/2017/10/24/choosing-the-right-kubernetes-object-for-deploying-workloads-in-azure/
https://github.com/Mahesh-MSFT/KubernetesDemoApp/blob/master/k8smanifests/aspnetcore-frontend.yaml
https://github.com/Mahesh-MSFT/KubernetesDemoApp
https://github.com/Mahesh-MSFT/KubernetesDemoApp/tree/master/sqlscript
https://github.com/Mahesh-MSFT/KubernetesDemoApp/tree/master/sqlscript
https://github.com/Mahesh-MSFT/KubernetesDemoApp/blob/master/k8smanifests/sqlserver-backend.yaml
https://github.com/Mahesh-MSFT/KubernetesDemoApp/blob/master/k8smanifests/sqlserver-backend.yaml
https://github.com/Mahesh-MSFT/KubernetesDemoApp/blob/master/k8smanifests/sqlserver-backend.yaml
https://github.com/Mahesh-MSFT/KubernetesDemoApp/blob/master/k8smanifests/aspnetcore-frontend.yaml
https://github.com/Mahesh-MSFT/KubernetesDemoApp/blob/master/k8smanifests/aspnetcore-frontend.yaml
https://github.com/Mahesh-MSFT/KubernetesDemoApp/blob/master/k8smanifests/aspnetcore-frontend.yaml
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PART 1   

GET STARTED WITH KUBERNETES 

In a typical development scenario, developers start on their local computers before deploying to a 

remote cluster, most likely in the cloud. Part 1 shows the basics you need to set up a Kubernetes 

cluster. 

First, youõll set up the development environment  for Kubernetes on your local computer , then 

start a local Kubernetes cluster. Next, youõll get started on Azure and set up a Kubernetes cluster 

there. 

Set up a local Kubernetes environment 
A local development environment  for Kubernetes has three prerequisites: 

¶ Hypervisor  enables virtualization, which is the foundation on which all container or chestrators 

operate, including Kubernetes. 

¶ Kubectl  is the Kubernetes command-line tool used to manage the Kubernetes cluster. 

¶ Minikube  is a tool that runs a single-node Kubernetes cluster inside a virtual machine on your 

development computer.  
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Enable a hypervisor 

This guide uses Hyper-V as the hypervisor. On many Windows 10 versions, Hyper-V is already 

installedñfor example, on 64-bit versions of Windows Professional, Enterprise, and Education in 

Windows 8 and later. It is not available on Windows Home edition. 

NOTE: If youõre running something other than Windows 10 on your development platforms, 

another hypervisor option is to use VirtualBox, a cross-platform virtualization  application. For a 

list of hypervisors, see òInstall a Hypervisoró on the Minikube page of the Kubernetes 

documentation.  

To enable Hyper-V manually on Windows 10 and set up a virtual switch: 

1. Right-click the Windows button and select Apps and Features to open the Windows Features 

dialog box. 

 

2. Select the Hyper-V check boxes, then click OK.  

3. To set up a virtual switch, type hyper in the Windows Start menu, then select Hyper-V 

Manager . 

4. In Hyper-V Manager, select Virtual Switch Manager .  

5. Select External as the type of virtual switch.  

6. Select the Create Virtual Switch  button.   

7. Ensure that the Allow management operating system to share this network adapter  

checkbox is selected.  

https://www.virtualbox.org/manual/ch01.html
https://kubernetes.io/docs/tasks/tools/install-minikube/
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Install kubectl 

In this step, you install kubectl from the Kubernetes site and set it as an environment variable. 

1. Go to Install and Set Up kubectl in the Kubernetes documentation and follow the instruction s 

for Windows to copy the executable (.exe) file to your C: directory. 

2. In the Windows Search box, type View advanced system settings and click on the result from 

the Control Panel. 

3. In the Advanced tab of the  System Properties dialog box, click the Environment Variables 

button.  

4. In the System variables frame of the  Environment Variables dialog box, select the row with 

Path as a variable name, then select the Edit button.  

5. In the Edit System Variable dialog box, click New, then add that path to where you copy and 

pasted the kubectl.exe. Click OK. 

6. Click OK in the Environment Variables dialog box. 

7. Click OK in the System Properties dialog box. 

https://kubernetes.io/docs/tasks/tools/install-kubectl/
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Install Minikube 

Like kubectl, you set up Minikube  by copying the latest Minikube  executable (.exe) file and 

making it an environment variable. 

1. Go to the kubernetes/minikube GitHub page  and download Minikube. For the examples 

shown in this guide, the file was downloaded to the same location (C:\) as the kubectl file. 

2. Rename the downloaded .exe file to minikube.exe. 

3. Add the path to minikube.exe in the System variables frame of the Environment Variables  

dialog box as you did for kubectl . 

Validate the prerequisite installation 

It is easy to verify an installation by running the version  command. For Minikube, use the 

following command:  

minikube version  

For kubectl, use this command: 

kubectl version  

The first time you run this command, no cluster has been set up yet, so errors are generated for 

òServer Version.ó Ignore these. Figure 2 compares the output from minikube and kubectl.  

 

 

Figure 2. Using the version  command in minikube and kubectl.. 

Next, run the following command to verify the latest version of Kubernetes that is available for 

installation: 

Minikube get - k8s- versions  

Figure 3 shows that the latest Kubernetes version available for installation is V1.7.0. 

https://github.com/kubernetes/minikube/releases
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Figure 3. List of the latest Kubernetes versions. 

Open the Kubernetes dashboard from 

Minikube 
When running Minikube, access the dashboard using the minikube dashboard  command (Figure 

4). A browser window opens with the Kubernetes dashboard (Figure 5). For details about using 

the dashboard, see Part 2: Work with the Kubernetes dashboard. 

 

Figure 4. The minikube dashboard command. 
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Figure 5. Kubernetes dashboard for an empty local cluster. 

Start a local Kubernetes cluster 

Now that you know the latest Kubernetes version, use Minikube t o start a one-node Kubernetes 

cluster. Run the following command: 

Minikube start Ƶkubernetes - version= "v1.7.0" -- vm- driver="hyperv" -- hyperv -
virtual - switch="Minikube Virtual Switch" Ƶlogtostderr  

 

NOTE: The screenshots in this document show a Windows 10 setup that includes a Hyper-V 

virtual switch. 

After a while, the following verification message appears:  

 

Figure 6. Verification message after starting a cluster. 

To verify the Minikube status, run the minikube status  command as Figure 7 shows. 

 

Figure 7. The minikube status  command. 
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Now use kubectl to verify status. Run the cluster - info  and get nodes  commands as Figure 8 

shows. 

 

 

Figure 8. Getting the kubectl status. 

Troubleshoot deployment 

If you encounter deployment issues, follow these steps: 

1. Ensure that you are running the command prompt in Administrator mode.  

2. Stop Minikube by running minikube.stop  command followed by the minikube.delete  

command. 

3. Stop and delete the Minikube virtual machine in Hyper-V Manager. 

4. Delete the .kube and .minikube folders in the HOME path (generally found at 

C:\Windows\Users\<your-user-id>). 

Set up Kubernetes on Azure 
For the sample deployment described in this document, Container Service is used to deploy and 

manage a Kubernetes cluster in the cloud. Container Service enables you to run containerized 

workloads on Azure. You can choose among multiple container orchestrators, including Mesos 

DC/OS, Docker Swarm, and Kubernetes.  

NOTE: In October 2017, Microsoft announced a managed Kubernetes service called AKS that 

offers new deployment options  and other benefits. This guide uses Container Service, which has 

been available since 2015 and features an Azureðbacked SLA. However, in the setup steps 

below, you can substitute the equivalent AKS command for the Container Service command. 

Other Azure services support containers, including Azure Service Fabric, Azure App Service, and 

Azure Container Instances. The focus here is on Container Service because its of support for 

Kubernetes. 

Create a Kubernetes cluster on Container Service 
You can create a Kubernetes cluster on Container Service through the Azure portal or with Azure 

CLI (command-line interface). For detailed instructions based on Azure CLI, see Deploy 

Kubernetes cluster for Linux containers.  

A common practice is to use the switch -- generate - ssh- keys  to autogenerate SSH keys, but 

many enterprises prefer to have their operations or security teams generate and provide SSH keys 

to the development teams. This paper uses the latter approach instead of autogenerating SSH 

keys. 

https://docs.microsoft.com/azure/container-service/kubernetes/container-service-kubernetes-walkthrough
https://azure.microsoft.com/blog/introducing-azure-container-service-aks-managed-kubernetes-and-azure-container-registry-geo-replication/
https://docs.microsoft.com/azure/aks/
https://docs.microsoft.com/azure/service-fabric/
https://docs.microsoft.com/azure/app-service/app-service-web-overview
https://azure.microsoft.com/services/container-instances
https://docs.microsoft.com/en-us/cli/azure/install-azure-cli
https://docs.microsoft.com/en-us/cli/azure/install-azure-cli
https://docs.microsoft.com/azure/container-service/container-service-kubernetes-walkthrough
https://docs.microsoft.com/azure/container-service/container-service-kubernetes-walkthrough
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To support this approach, use the -- ssh- key- file  switch. For details about the various switches 

available when creating a Kubernetes cluster, see the az acs command reference.  

NOTE: Due to a current known issue, please compact the SSH public key by completing the 

following procedure on Windows 10 using PuTTY. 

1. Open PuTTYGen and load a private SSH key. 

 

2. Copy the public key, create a new text file, paste the public key there and save the file. Note 

that there are no comments at the beginning or the end of this public key, which you would 

generally see if you open it as-is.  

3. Use the az acs create  command with the full path of this file to create a new Kubernetes 

cluster as follows: 

az acs create -- orchestrator - type=kubernetes -- resource - group acs - kuber - rg  
  -- name- acs- kuber - cluster -- ssh- key- value="<full - path - name>"  

 

4. After a while, the following message appears, indicating the successful deployment of a 

Kubernetes cluster on Azure: 

https://docs.microsoft.com/cli/azure/acs
https://github.com/Azure/azure-cli/issues/2386
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Manage a Kubernetes cluster on Azure 
Kubectl (the Kubernetes command-line interface) is used to manage the Kubernetes cluster in 

Azure. To interact with an Azure-based Kubernetes cluster, run the get - credentials  command: 

az acs kubernetes get - credentials  Ƶresource - group=acs - kuber - rg  
  Ƶname=acs- kuber - cluster  

When the command completes, run the config current - context  command to see if the current 

context of kubectl is pointing to the Azure cluster : 

kubectl config current - context acs - kuber - cluster - ac- kuber - rg - 5dd399 

After you confirm that the current context is pointing  to the Azure cluster, run the get nodes  

command to get more details about the nodes  (Figure 9). 

 

Figure 9. Node status message. 

These nodes correspond to virtual machines on Azure. As Figure 10 shows, the names match. 

https://docs.microsoft.com/cli/azure/acs/kubernetes
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Figure 10. Nodes and corresponding virtual machines. 

To identify the various endpoints of the Kubernetes cluster on Azure, run the cluster - info  

command (Figure 11). 

 

Figure 11. Identifying the endpoints of the Kubernetes cluster on Azure. 

Open the Kubernetes dashboard for an Azure-based cluster 

To access the Kubernetes dashboard of the Azure-based cluster, run the kubectl proxy  

command. It returns an IP address and port on which various services are available on proxy.  

 

Figure 12. Getting the IP address for the dashboard with the kubectl proxy command. 

When you go to that address, youõll see a list of all the endpoints of the Azure -based Kubernetes 

cluster (Figure 13).  
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Figure 13. List of endpoints. 

To see the dashboard for the Azure-based Kubernetes cluster, add the /ui  path to the addressñ

for example, http://127.0.0.1:8001/ui. The Kubernetes dashboard opens (Figure 14), and you can 

now access the cluster through this browser interface.  

For details about using the dashboard, see Part 2: Work with the Kubernetes dashboard. 
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Figure 14. Kubernetes dashboard for Azure-based cluster showing the welcome page of an empty cluster. 
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PART 2   

WORK WITH THE KUBERNETES 

DASHBOARD 

Kubernetes gives you a multitude of options , and the dashboard helps you discover them. First, 

you need to know how to switch between your local clusters and your clusters on Azure. 

Kubernetes calls this switching context.  

This section offers a high-level overview of the dashboard and introduces you to common options 

for getting information about your clusters.  

Switch context between a local cluster 

and an Azure cluster 
In earlier sections, kubectl is used to interact with a local and cloud-based cluster through the 

cluster - info  and proxy  commands. To identify a cluster, kubectl uses context. Think of context 

as a variant of the database connectionString  property, but for a Kubernetes cluster.  

Kubectl issues commands against a specific cluster using the context. To see which contexts are 

available to receive commands, use the config view  command as shown in Figure 15. 
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Figure 15. See the available contexts. 

The kubectl config view command lists clusters, configs, and shows the current config. 

Use the command kubectl config use-context <name-of-context> to switch between contexts. For 

example: 

kubectl config use - context  minikube  

When you are connected to a specific context, you can issue further commands that work on that 

cluster. For example, Figure 16 shows the cluster-info command.  

 

Figure 16. Getting information about a context using the cluster - info  command. 
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Tour the Kubernetes dashboard 
After switching to the appropriate context, use 

either the kubectl proxy  or minikube 

dashboard  command to navigate to the 

Kubernetes dashboard (Figure 17).  

This section walks through th e dashboard to 

acquaint you with the options needed to 

manage your clusters on Azure. 

Youõll learn the key concepts needed to work 

with containerized workloads. All the 

Kubernetes objects you create are accessed 

from the dashboard. 

The organization of the next sections follows 

the order of the items on the dashboard menu.  

Admin 

This view is for cluster and namespace 

administrators and includes Namespaces, 

Nodes, Persistent Volume, Storage Classes, and 

Roles (V1.7.0 only). 

Namespaces 

A namespace is a virtual cluster within a 

physical cluster and offers a great solution for 

running multitenant applications . Physical 

cluster resources can be distributed across 

multiple namespaces using policies and resource quotas. Each namespace is isolated from other 

namespaces.  

You can also use a namespace to isolate multiple areas within an appl ication or microservice. Each 

application or microservice can be deployed within namespaces, and access to it can be 

controlled .  

Each Kubernetes cluster has at least two built -in namespaces. These are default and kube-system. 

You can also create custom namespaces, but each time any operation or command is issued on 

any component within a custom namespace, you must qualify it with a namespace. This extra step 

is time-consuming when operating a large number of custom namespaces. This situation can be 

remedied by creating users and credentials that are unique to the namespaces. 

Nodes 

A node is a host within a Kubernetes cluster. Either physical or virtual servers, nodes keep the 

Kubernetes cluster up and running. Each node runs multiple components, such as kubelet and 

kube proxy.  

Nodes play a key role in cluster capacity planning, high-availability, security, problem detection 

 

Figure 17. Menu of the Kubernetes dashboard. 














































